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8.1.9

%H�NB?�QCH>IQ�SIO�MBIOF>�MN;LN�NI�M??�FCMNCHAM�FCE?�

OID=.1.0.8802.1.1.1.1.1.2.1.1.1, Type=Integer, Value=1
OID=.1.0.8802.1.1.1.1.1.2.1.2.1, Type=Integer, Value=1

c ,LCHNCR�MOJJILN�G;S�;ME�@IL�NB?�IONJON�I@�NB?�/HGJ3 ;FE��0I�JCJ?�NB?�L?MOFN�CH�NI�NB?�IONJON�NRN�eF?

?HN?L�SnmpWalk -r:192.168.1.9 > output.txt

����!�#���! ����!�#������� !��!������"������

������������

https://snmpsoft.com/shell-tools/snmp-walk/


���� %B9>D5B�@B?@5BD95C

+H�NB?(5DE@ N;<�SIO�=;H�GI>C@S�NB?�JLIJ?LNC?M�I@�NB?�JLCHN?L�

�>>CNCIH;F�N;<M�

c %B9>D�AE5E5C

c �917>?CD93C

c �9CD?BI

����!�#���! ����!�#������� !��!������"������

������������



"?496I�@B9>D5B�>1=5

�� %H%B9>D5B�>1=5M?F?=N�NB?"?496I C=IH�

�� %H�NB?"?496I�@B9>D5B�>1=5>C;FIA�?>CN�NB?%B9>D5B�>1=5IL�M?F?=N�@LIG�NB?%B9>D5B�>1=5

CE775CD9?>CFCMN�

�� /?F?=N(1 F5�

����!�#���! ����!�#������� !��!������"������

�����	������



"?496I�@B?@5BD95C�6?B�=E<D9@<5�@B9>D5BC

�� +H�NB?%B9>D5BCJ;A?�M?F?=N�CH>CPC>O;F�JLCHN?LM�;H>�M?F?=N"?496I �

�� !HN?L! ?31D9?>C@�SIO�Q;HN�NI�GI>C@S�NBCM�

�� +JNCIH;FFS�CH#5DG?B;M?F?=N�NB?"?496I C=IH�C@�SIO�Q;HN�NI�=B;HA?�NBCM��%@�SIO�>I�HIN�M?F?=N�;

H?NQILE
�JLCHN?LM�QCFF�L?G;CH�IH�NB?CL�=OLL?HN�H?NQILE�

�� /?F?=N(1 F5��0B?�?HN?L?>�FI=;NCIH�QCFF�<?�M;P?>�@IL�NB?�M?F?=N?>�JLCHN?LM�

#1=5

c %B9>D5B�>1=5

�S�>?@;OFN�NB?�JLCHN?L�H;G?�CM�M?N�NI�NB?�GI>?F�H;G?�I@�NB?�JLCHN?L��0B?�JLCHN?L�H;G?�;JJ?;LM�IH�NB?

JLCHN?L�% �MCAH;H>�CH�NB?,LCHNCR��JJ��$IQ? P?L
�CN�CM�NB?%B9>D�AE5E5�>1=5OM?LM�QCFF�M??�IH�NB?CL

=IGJON?L�;H>�CH,LCHNCR��FC?HN��%@�NB?L?�;L?�@IL�?R;GJF?�NQI�;=NCP?�JLCHN�KO?O?M
�SIO�MBIOF>�H;G?

NB?G�MI�OM?LM�QCFF�<INB�EHIQ�NB?�JBSMC=;F�JLCHN?L�;H>�<?�;<F?�NI�>?N?LGCH?�NB?�>C@@?L?H=?�CH�JOLJIM?

I@�NB?�JLCHN�KO?O?M�

!R;GJF?�

3B?H�SIO�=B;HA?#5DG?B;CN�CM�L?=IGG?H>?>�NI�P?LC@S�NB;N�JLCHNCHA�MNCFF�QILEM�!

����!�#���! ����!�#������� !��!������"������

�����
������



& %B9>D5B�>1=5.?=?JNCIHB;M�NQI�KO?O?M�QCNB�NB?%B9>D�AE5E5�>1=5C� .?=?JNCIH;H>

.?=?JNCIH�/N;JF?�

& .?=?JNCIHCM�NB?�A?H?L;F�JOLJIM?�;H>�NB?�IH?�GIMN�@L?KO?HNFS�OM?>�I@�NB?�NQI�JLCHN�KO?O?M�

& .?=?JNCIH�/N;JF?B;M�;JLCHN�>LCP?L�=IHeAOL;NCIHNB;N�QCFF�MN;JF?�NIA?NB?L�MB??NM�<S�>?@;OFN�

c "?45<

0B?�GI>?F�H;G?�I<N;CH?>�@LIG�NB?�JLCHN?L�

! ?31D9?>

c ! ?31D9?>

 ?M=LCJNCIH�I@�NB?�JLCHN?L`M�FI=;NCIH��!R;GJF?�$?;>�+@e=?
�.?=?JNCIH

c �>12<5�75?<?31D9?>

�B?=E�NBCM�NI�CGJLIP?�NB?�OM?L�?RJ?LC?H=?
�@IL�?R;GJF?
�QB?H�M?;L=BCHA�@IL�JLCHN?LM��/?F?=N*C5

3EBB5>D�<?31D9?>NI�JIJOF;N?�NB?�JLCHN?L�FI=;NCIH�=IIL>CH;N?M�QCNB�NB?�F;NCNO>?�;H>�FIHACNO>?

L?=IL>?>�<S�SIOL�Q?<�<LIQM?L���IIL>CH;N?M�;L?�GIL?�;==OL;N?�C@�SIO�;L?�OMCHA�SIOL�JBIH?��0B?�Q?<

<LIQM?L�G;S�;ME�SIO�NI�;FFIQ�OM?�I@�NB?�=OLL?HN�FI=;NCIH��5IO�=;H�;>DOMN�NB?�=IIL>CH;N?M�<S�TIIGCHA

CH�IH�NB?�G;J�;H>�>L;AACHA�NB?�JIMCNCIH�JCH�NI�;�GIL?�;==OL;N?�JIMCNCIH�

#5DG?B;

c "� � 144B5CC

0B?�B;L>Q;L?�;>>L?MM�I<N;CH?>�@LIG�NB?�JLCHN?L�

c %B9>D5B�144B5CC

0B?�JLCHN?L`M�BIMNH;G?�IL�%,�;>>L?MM���S�>?@;OFN�JLCHN�>;N;�CM�M?HN�;M.� 3 JLCHN�PC;0�, JILN������

,LCHN�>;N;�=;H�<?�M?HN�PC;�;HINB?L�JILN�;H>�NB?!%' �(CH?�,LCHN?L�.?GIN?��JLINI=IF��0B?L?�GOMN�<?�;

MJ;=?�<?NQ??H�NB?�%,�;>>L?MM�;H>����

& '� , =?45�F91) �% @?BD���

 �>?@;OFN�

!R;GJF?� ������������

& '� , =?45�F91�1>?D85B) �% @?BD

!R;GJF?� ���������������JILN�����

& !%' =?45�F91) �% @?BD����

!R;GJF?� ���������������FJL�G SKO?O?

& !%' =?45�F91�1>?D85B) �% @?BD

%HMN?;>�I@�OMCHA�NB?�JLCHN?L�GI>?F�;M�NB?�>?@;OFN�P;FO?�@IL�NB?�JLCHN?L�H;G?
�NB?�MI@NQ;L?
=;H�OM?�;FN?LH;NCP?M��"IL�?R;GJF?�NB?�JLCHN?L`M�BIMNH;G?��QILEM�@IL�$,��IL�NB?�JLCHN?L`M
>?PC=?�H;G?��QILEM�@IL�(?RG;LE���,F?;M?CH@ILG�OMC@�SIO�;L?�CHN?L?MN?>�CH�NBCM��,LCHNCR
/OJJILN�GOMN�?H;<F?�JIJOF;N?,LCHN?L*;G?�@IL�SIO�

*

����!�#���! ����!�#������� !��!������"������

������������

mailto:support@printix.net


!R;GJF?� ���������������FJL�G SKO?O?��JILN����

c #5DG?B;�>1=5

0B?�H;G?�I@�NB?H?NQILENB?�JLCHN?L�CM�IH�

���C97>

�� /?F?=N%B9>D�@B9>D5B����C97>�

�� 1M?�NB?�<LIQM?L�NI�JLCHN�NB?�J;A?�QCNB�NB?�JLCHN?L�% �MCAHM�

�� )IOHN�NB?�JLCHN?L�% �MCAH�QCNB�-.�=I>?�;N�NB?�JLCHN?L�

'5@?BD

�� /?F?=N�?G><?14 �(+ B5@?BD�

�� 0B?�>IQHFI;>?>�eF?�=;H�<?�IJ?H?>�CH�;�N?RN�?>CNIL��0B?�eF?H;G?�CM�JLCHN?LH;G?�=MP�

0B?�eLMN�LIQ�=IHN;CHM�NB?�=IFOGH�B?;>CHAM�;H>�NB?�MO<M?KO?HN�FCH?M��IH?�J?L�>;S��=IHN;CHM�NB?�>;N?�;H>

G?N?L�L?;>CHAM��%@�HI�L?;>CHAM�B;M�=B;HA?>�IH�;�J;LNC=OF;L�>;S�HI�FCH?�CM�QLCNN?H�@IL�NB;N�>;S�

c �1D5 ��S?;L
�GIHNB
�>;S

c ) ?>5B�<5F5<C��=IFIL�F;=E
�=IFIL);A?HN;
�=IFIL�S;H
�=IFIL5?FFIQ

c (855DC��MB??NM/CGJF?R
�MB??NM OJF?R
�MB??NM0IN;F

c �=@B5CC9?>C��CGJL?MMCIHM)IHI
�CGJL?MMCIHM�IFIL
�CGJL?MMCIHM0IN;F

����!�#���! ����!�#������� !��!������"������

������������



������ %B9>D�AE5E5C

0I�A?N�B?L?�

�� +J?H�NB?%B9>D5BCJ;A?�NI�PC?Q�NB?�JLCHN�KO?O?M�

�� /?F?=N%B9>D�AE5E5C

(CMNM�NB?�JLCHN?L`M%B9>D�AE5E5C

c /?F?=N�JLCHN�KO?O?`M#1=5 
�IL�M?F?=N;H> "?496I NI�IJ?H %B9>D�AE5E5�@B?@5BD95C�

c /?F?=N�CH>CPC>O;F�JLCHN�KO?O?M�;H>�M?F?=N"?496I ;N�NB?�<INNIG�I@�NB?�M=L??H��/?F?=N�NB?�=B?=E<IR�;N

NB?�NIJ�I@�NB?�FCMN�NI�M?F?=N�;FF�JLCHN�KO?O?M�

c /?F?=N'56B5C8 NI�L?@L?MB�NB?�FCMN�

c /?F?=N;H> �>6?NI�M??�CH@ILG;NCIH�;<ION�NB?�JLCHN�KO?O?�

& #1=5 
 �3D9F5
 �44�@B9>D�AE5E5�1ED?=1D931<<I
 '5=? F5�@B9>D�AE5E5�1ED?=1D931<<I
�;H> +91

D85�3<?E4�

& %B9>D5B���C9454�2I�4561E<D
�;H> %B9>D�9>�2<13;�2I�4561E<D�

& �B?E@C��(CMN�I@ALIOJMNB?�JLCHN�KO?O?�CM�;�G?G<?L�I@�

& "?29<5�@B9>D�

 I�S IO�M??�JLCHN�KO?O?M�SIO�>I�HIN�EHIQ�I@��,F?;M?�M??�3B S�;L?�NB?L?�;>>CNCIH;F�JLCHN*
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�B51D5�@B9>D�AE5E5

c /?F?=N�B51D5�@B9>D�AE5E5NI�=L?;N?�;�JLCHN�KO?O?�

(?BD�2I

�� /?F?=N�CN?G�NI�MILN�<S�NBCM�

�� /?F?=N�CN?G�;A;CH�NI�NIAAF?�MILN�IL>?L�;H>

c /?F?=N#1=5 NI�MILN�<S�JLCHN�KO?O?�H;G?�

c /?F?=N�3D9F5 NI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�NBCM�

c /?F?=N�44�@B9>D�AE5E5�1ED?=1D931<<INI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�NBCM�

c /?F?=N'5=? F5�@B9>D�AE5E5�1ED?=1D931<<INI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�NBCM�

c /?F?=N+91�D85�3<?E4NI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�NBCM�

c /?F?=N$@D9?>CNI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�

& %B9>D���C9454�2I�4561E<D

& %B9>D�9>�2<13;�2I�4561E<D

c /?F?=N�B?E@CNI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�ALIOJ�G?G<?LMBCJ�

& $IQ�NI�;>>�ALIOJM�NI�;�JLCHN�KO?O?

c /?F?=N"?29<5�@B9>DNI�MILN�JLCHN�KO?O?M�;==IL>CHA�NI�NBCM�

�5<5D5

c 0I�>?F?N?�;�JLCHN�KO?O?�M?F?=N;H> �5<5D5�

c /?F?=N�NB?�JLCHN�KO?O?�M��;H>�M?F?=N�5<5D5

c /?F?=N�NB?�=B?=E<IR�;N�NB?�NIJ�I@�NB?�FCMN�NI�M?F?=N�;FF�JLCHN�KO?O?M�

������ �917>?CD93C

/?F?=N�NB?�917>?CD93C N;<�NI�=IFF?=N�NB?�F;N?MN�MN;NOM�@LIG�NB?�JLCHN?L�

+HFCH?�$ 

+HFCH?�, 1B>9>7

�BB?B

KO?O?M�

3B?H�SIO�>?F?N?�;�JLCHN�KO?O?�NB?�=ILL?MJIH>CHA�,LCHNCR�JLCHN�KO?O?�IH�OM?LM`�=IGJON?LM
QCFF�;FMI�<?�>?F?N?>�<S�,LCHNCR��FC?HN�

!

����!�#���! ����!�#������� !��!������"������

��������������



, 1B>9>7�CD1DEC�45D19<C

, IMMC<F?�=;OM?M�@IL�JLCHN?L, 1B>9>7 MN;NOM�

c , ;J?L�FIQ

c %HJON�NL; S�CM�?GJNS

c 0IH?L�FIQ

c /?LPC=?�L?KOCL?>

c );LE ?L�MOJJFS�GCMMCHA

c +ONJON�NL; S�H?;L�@OFF

c +P?L>O?�JL?P?HNCP?�G;CHN?H;H=?

c 0CG?ION

& 0B?�JLCHN?L�>C>�HIN�L?MJIH>�NCG?FS�QCNB�NB?�MN;NOM�

�BB?B�CD1DEC�45D19<C

, IMMC<F?�=;OM?M�@IL�JLCHN?L�BB?B MN;NOM�

c *I�J;J?L

c *I�NIH?L

c  IIL�IJ?H

c &;GG?>

c %HJON�NL; S�GCMMCHA

c +ONJON�NL; S�GCMMCHA

c +ONJON�NL; S�@OFF

c +@fCH?

& ,LCHN?L�CM�HIN�JIQ?L?>�IH�

& ,LCHN?L�CM�HIN�=IHH?=N?>�NI�NB?�H?NQILE�

& ,LCHN?L�;>>L?MM�B;M�=B;HA?>�

%B9>D5B�B579CDB1D9?>�9CCE5C

%@�SIO�;L?�NLSCHA�NI�;>>�;�JLCHN?L�;H>�B;P?�CMMO?M
�NB?H�JF?;M?�IJ?H*>B579CD5B54�@B9>D5BCJ;A?�

����� �9CD?BI

+H�NB?�9CD?BI N;<�SIO�=;H�M??�QB;N�JLCHN?>�IH�NB?�JLCHN?L�;H>�QB;N�=B;HA?M�Q?L?�G;>?�NI�NB?�JLCHN?L�

�� /?F?=N(51B38�

����!�#���! ����!�#������� !��!������"������
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�>P;H=?>�M?;L=B�

�� /?F?=N�NB?�HOG<?L�I@�CN?GM�NI(8?G �

�� /?F?=N�1D5 �

�� �BIIM? � B?= >;N?�;H>�NCG?�

�� �BIIM? ) ? >;N?�;H>�NCG?�

�� /?F?=N�@@<I�

�� /?F?=N(51B38�

��� %B9>D�AE5E5C�@175

(CMNM�NB?%B9>D�AE5E5C

c /?F?=N%B9>D�AE5E5�>1=5
 �� IL�M?F?=N;H> "?496I NI�IJ?H�NB?%B9>D�AE5E5�@B?@5BD95CJ;A?�

����!�#���! ����!�#������� !��!������"������

��������������



c /?F?=N�NB?�JLCHN�KO?O?`M�HOG<?L�I@�?=@ED5BC NI�M??�NB?�FCMN�I@�=IGJON?LM�NB;N�B;M�NB?�JLCHN

KO?O?�CHMN;FF?>�

c /?F?=N�CH>CPC>O;F�JLCHN�KO?O?M�;H>�M?F?=N"?496I ;N�NB?�<INNIG�I@�NB?�M=L??H��/?F?=N�NB?�=B?=E<IR�;N

NB?�NIJ�I@�NB?�FCMN�NI�M?F?=N�;FF�JLCHN�KO?O?M�

c /?F?=N'56B5C8 NI�L?@L?MB�NB?�FCMN�

c /?F?=N;H> �>6?NI�M??�CH@ILG;NCIH�;<ION�NB?�JLCHN�KO?O?�

& #1=5 ��0B?�H;G?�I@�NB?�JLCHN�KO?O?�

& �� ��0B?�% �I@�NB?�JLCHN?L�NB?�JLCHN�KO?O?�CM�JICHNCHA�

& �?=@ED5BC��0B?�HOG<?L�I@�=IGJON?LM�NB;N�B;M�NB?�JLCHN�KO?O?�CHMN;FF?>�;H>�G;H;A?>�<S

,LCHNCR

& �3D9F5
 �44�@B9>D�AE5E5�1ED?=1D931<<I
 '5=? F5�@B9>D�AE5E5�1ED?=1D931<<I
 +91�D85�3<?E4


%B?35CC%�� 
�;H> "?29<5�@B9>D�

& %B9>D5B���C9454�2I�4561E<D
�;H> %B9>D�9>�2<13;�2I�4561E<D�

�?G�D?�C55�D85�3?=@ED5BC�D81D�81F5�D85�@B9>D�AE5E5�9>CD1<<54

c /?F?=N�NB?�JLCHN�KO?O?`M�HOG<?L����� ��I@�?=@ED5BC NI�M??�NB?�FCMN�I@�=IGJON?LM�NB;N�B;P?�NB?

JLCHN�KO?O?�CHMN;FF?>�

(51B38

�� /?F?=N(51B38

�� !HN?L�JLCHN�KO?O?�H;G?�IL�JLCHN?L�% �

1JJ?L=;M?�;H>�FIQ?L=;M?�F?NN?LM�;L?�NL?;N?>�NB?�M;G?�

 I�S IO�M??�JLCHN�KO?O?M�SIO�>I�HIN�EHIQ�I@��,F?;M?�M??�3B S�;L?�NB?L?�;>>CNCIH;F�JLCHN
KO?O?M�*
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�9<D5BC

�� /?F?=N�9<D5BC�

c /?F?=N#5DG?B;NI�eFN?L�<S�NBCM�

& 0B?�C=IH CH>C=;N?M�NB?�H?NQILE�CM"?29<5�@B9>D?H;<F?>�

c /?F?=N�?=@ED5BCNI�eFN?L�<S�NB?�HOG<?L�I@�=IGJON?LM�NB;N�B;M�NB?�JLCHN�KO?O?�CHMN;FF?>�;H>

G;H;A?>�<S�,LCHNCR�

c /?F?=N�3D9F5 NI�eFN?L�<S�NBCM�

c /?F?=N�44�@B9>D�AE5E5�1ED?=1D931<<INI�eFN?L�<S�NBCM�

c /?F?=N'5=? F5�@B9>D�AE5E5�1ED?=1D931<<INI�eFN?L�<S�NBCM�

c /?F?=N+91�D85�3<?E4NI�eFN?L�<S�NBCM�

c /?F?=N%B?35CC%�� NI�eFN?L�<S�NBCM�

c /?F?=N"?29<5�@B9>DNI�eFN?L�<S�NBCM�

c /?F?=N%B9>D���C9454�2I�4561E<DNI�eFN?L�<S�NBCM�

c /?F?=N%B9>D�9>�2<13;�2I�4561E<DNI�eFN?L�<S�NBCM�

(?BD�2I

�� /?F?=N�CN?G�NI�MILN�<S�NBCM�

�� /?F?=N�CN?G�;A;CH�NI�NIAAF?�MILN�IL>?L�;H>

c /?F?=N%B9>D�AE5E5�>1=5NI�MILN�<S�NBCM�

�5<5D5

c 0I�>?F?N?�;�JLCHN�KO?O?�M?F?=N;H> �5<5D5�
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https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/database-level-roles?view=sql-server-2017
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$RegKey = "HKCU:\Software\Microsoft\Windows\CurrentVersion\Policies"
If(Test-Path ($RegKey + "\Explorer"))
{
$RegKey = "HKCU:\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer"

##Enabled
New-ItemProperty -path $RegKey -name NoAddPrinter -value 1 -PropertyType DWo

rd -Force
}
else
{
New-Item -path $RegKey -name Explorer
$RegKey = "HKCU:\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer"

##Enabled
New-ItemProperty -path $RegKey -name NoAddPrinter -value 1 -PropertyType DWo

rd
}
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Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa\FipsAlgorit
hmPolicy" -Name "MDMEnabled" -Value 0
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